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In Praise of Computer Networks: A Systems
Approach Fifth Edition

I have known and used this book for years and | always found it very valu-
able as a textbook for teaching computer networks as well as a reference
book for networking professionals. This Fifth Edition maintains the core
value of former editions and brings the clarity of explanation of network
protocols in the introduction of the most up-to-date techniques, technolo-
gies and requirements of networking. Beyond describing the details of past
and current networks, this book successfully motivates the curiosity, and
hopefully new research, for the networks of the future.
Stefano Basagni
Northeastern University

Peterson and Davie have written an outstanding book for the computer
networking world. It is a well-organized book that features a very helpful
“big picture” systems approach. This book is a must have!
Yonshik Choi
Illinois Institute of Technology

The Fifth Edition of Computer Networks: A Systems Approach is well-
suited for the serious student of computer networks, though it remains
accessible to the more casual reader as well. The authors' enthusiasm for
their subject is evident throughout; they have a thorough and current grasp
of the interesting problems of the eld. They explain not only how vari-
ous protocols work, but also why they work the way they do, and even why
certain protocols are the important and interesting ones. The book is also
lled with little touches of historical background, from the main text to
the “Where Are They Now” sidebars to the papers described in each chap-
ter's “Further Reading” section—these give the reader a perspective on how
things came to be the way they are. All in all, this book provides a lucid and
literate introduction to networking.
Peter Dordal
Loyola University Chicago

I have used Computer Networks: A Systems Approach for over ve yearsin
an introductory course on communications networks aimed at upper-level

undergraduates and rst-year Masters students. | have gone through sev-
eral editions and over the years the book has kept what from the beginning



had been its main strength, namely, that it not only describes the "how," but
also the “why' and equally important, the “why not' of things. It is a book
that builds engineering intuition, and in this day and age of fast-paced
technology changes, this is critical to develop a student's ability to make
informed decisions on how to design or select the next generation systems.
Roch Guerin
University of Pennsylvania

This book is an outstanding introduction to computer networks that is
clear, comprehensive, and chock-full of examples. Peterson and Davie have
a gift for boiling networking down to simple and manageable concepts
without compromising technical rigor. Computer Networks: A Systems
Approach strikes an excellent balance between the principles underlying
network architecture design and the applications built on top. It should
prove invaluable to students and teachers of advanced undergraduate and
graduate networking courses.
Arvind Krishnamurthy
University of Washington

Computer Networks: A Systems Approach has always been one of the best
resources available to gain an in-depth understanding of computer net-
works. The latest edition covers recent developments in the eld. Starting
with an overview in Chapter 1, the authors systematically explain the basic
building blocks of networks. Both hardware and software concepts are pre-
sented. The material is capped with a nal chapter on applications, which
brings all the concepts together. Optional advanced topics are placed in a
separate chapter. The textbook also contains a set of exercises of varying
dif culty at the end of each chapter which ensure that the students have
mastered the material presented.
Karkal Prabhu
Drexel University

Peterson and Davie provide a detailed yet clear description of the Internet
protocols at all layers. Students will nd many study aids that will help
them gain a full understanding of the technology that is transforming our
society. The book gets better with each edition.
Jean Walrand
University of California at Berkeley
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Foreword

Once again, this now-classic textbook has been revised to keep it
up-to-date with our evolving eld. While the Internet and its proto-
cols now dominate networking everywhere, we see continued evolution
in the technology used to support the Internet, with switching at “layer 2”
providing rich functionality and powerful tools for network management.
The previous edition dealt with switching and routing in two chapters,
but a presentation based on layers is not always the best way to convey
the essentials of the material, since what we call switching and routing
actually play similar and complementary roles. This edition of the book
looks at these topics in an integrated way, which brings out their func-
tional similarities and differences. More advanced topics in routing have
been moved to a second chapter that can be skipped, depending on the
emphasis and level of the class.

I have never been afan of teaching networking based on a purely layered
approach, asmyforewordtothe rsteditionindicated (we'vereprinteditin
this edition just for fun.) Some key issues in networking, including security
and performance, cannot be solved by assigning them to one layer—there
cannot be a“performance” layer. These sorts of topics are both critical and
cross-cutting, and the organization of this book continues to treat topics,
as well as layers. The organization of this book re ects a great deal of expe-
rience using it as a classroom textbook, and as well a preference for an
approach that brings out fundamentals as well as current practice.

Some moribund technologies are now missing or minimized, including
token ring (one of my old favorites, but clearly it was time to go) and ATM.
This edition recognizes that we need to pay more attention to application
design, and not just packet forwarding. Wireless and mobility gets more
attention as well.

The authors, once again, have worked hard to produce a revision that
conveys the essentials of the eld in a way that is pedagogically effective.
| am pleased to say that | think it is better than ever.

David Clark
November, 2010
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Foreword to the
First Edition

he term spaghetti codeis universally understood as an insult. All good

computer scientists worship the god of modularity, since modularity
brings many bene ts, including the all-powerful bene t of not having to
understand all parts of a problem at the same time in order to solve it.
Modularity thus plays a role in presenting ideas in a book, as well as in
writing code. If a book's material is organized effectively—modularly—
the reader can start at the beginning and actually make it to the end.

The eld of network protocols is perhaps unique in that the “proper”
modularity has been handed down to us in the form of an international
standard: the seven-layer reference model of network protocols from
the ISO. This model, which re ects a layered approach to modularity, is
almost universally used as a starting point for discussions of protocol
organization, whether the design in question conforms to the model or
deviates from it.

It seems obvious to organize a networking book around this layered
model. However, there is a peril to doing so, because the OSI model
is not really successful at organizing the core concepts of networking.
Such basic requirements as reliability, ow control, or security can be
addressed at most, if not all, of the OSI layers. This fact has led to
great confusion in trying to understand the reference model. At times it
even requires a suspension of disbelief. Indeed, a book organized strictly
according to a layered model has some of the attributes of spaghetti code.

Which brings us to this book. Peterson and Davie follow the tradi-
tional layered model, but they do not pretend that this model actually
helps in the understanding of the big issues in networking. Instead, the
authors organize discussion of fundamental concepts in a way that is
independent of layering. Thus, after reading the book, readers will under-
stand ow control, congestion control, reliability enhancement, data
representation, and synchronization, and will separately understand the
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Foreword to the First Edition

implications of addressing these issues in one or another of the traditional
layers.

This is a timely book. It looks at the important protocols in use today—
especially the Internet protocols. Peterson and Davie have a long involve-
ment in and much experience with the Internet. Thus their book re ects
not just the theoretical issues in protocol design, but the real factors that
matter in practice. The book looks at some of the protocols that are just
emerging now, so the reader can be assured of an up-to-date perspec-
tive. But most importantly, the discussion of basic issues is presented in
a way that derives from the fundamental nature of the problem, not the
constraints of the layered reference model or the details of today's proto-
cols. In this regard, what this book presents is both timely and timeless.
The combination of real-world relevance, current examples, and careful
explanation of fundamentals makes this book unique.

David D. Clark
Massachusetts Institute of Technology
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hen the rst edition of this book was published in 1996, it was a

novelty to be able to order merchandise on the Internet, and a com-
pany that advertised its domain nhame was considered cutting edge. The
primary way for a household to connect to the Internet was via a dial-up
modem. Today, Internet commerce is a fact of life, and “.com” stocks have
gone through an entire boom and bust cycle. Wireless networks are every-
where and new Internet-capable devices such as smartphones and tablets
appear on the market at a dizzying pace. It seems the only predictable
thing about the Internet is constant change.

Despite these changes, the question we asked in the rst edition is just
as valid today: What are the underlying concepts and technologies that
make the Internet work? The answer is that much of the TCP/IP architec-
ture continues to function just as was envisioned by its creators more than
30 years ago. This isn't to say that the Internet architecture is uninterest-
ing; quite the contrary. Understanding the design principles that underly
an architecture that has not only survived but fostered the kind of growth
and change that the Internet has seen over the past 3 decades is precisely
the right place to start. Like the previous editions, the Fifth Edition makes
the “why” of the Internet architecture its cornerstone.

Audience

Our intent is that the book should serve as the text for a comprehensive
networking class, at either the graduate or upper-division undergradu-
ate level. We also believe that the book's focus on core concepts should
be appealing to industry professionals who are retraining for network-
related assignments, as well as current network practitioners who want
to understand the “whys” behind the protocols they work with every day
and to see the big picture of networking.

Itis our experience that both students and professionals learning about
networks for the rst time often have the impression that network pro-
tocols are some sort of edict handed down from on high, and that their
job is to learn as many TLAs (Three-Letter Acronyms) as possible. In
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fact, protocols are the building blocks of a complex system developed
through the application of engineering design principles. Moreover, they
are constantly being re ned, extended, and replaced based on real-world
experience. With this in mind, our goal with this book is to do more than

survey the protocols in use today. Instead, we explain the underlying
principles of sound network design. We feel that this grasp of under-
lying principles is the best tool for handling the rate of change in the
networking eld.

We also recognize that there are many different ways that people
approach networks. In contrast to when we wrote our rst edition, most
people will pick up this book having considerable experience as  usersof
networks. Some will be looking to become  designersof networking prod-
ucts or protocols. Others may be interested in  managing networks, while
an increasingly large number will be current or prospective  application
developers for networked devices. Our focus has traditionally been on
the designers of future products and protocols, and that continues to be
the case, but in this edition we have tried to address the perspectives of
network managers and application developers as well.

Changes in the Fifth Edition

Even though our focus is on the underlying principles of networking, we
illustrate these principles using examples from today's working Internet.
Therefore, we added a signi cant amount of new material to track many
of the important recent advances in networking. We also deleted, reorga-
nized, and changed the focus of existing material to re ect changes that
have taken place over the past decade.

Perhaps the most signi cant change we have noticed since writing the
rst edition is that almost every reader is now familiar with networked
applications such as the World Wide Web and email. For this reason, we
have increased the focus on applications, starting in the rst chapter. We
use applications as the motivation for the study of networking, and to
derive a set of requirements that a useful network must meet if it is to
support both current and future applications on a global scale. However,
we retain the problem-solving approach of previous editions that starts
with the problem of interconnecting hosts and works its way up the lay-
ers to conclude with a detailed examination of application layer issues.
We believe it is important to make the topics covered in the book rel-
evant by starting with applications and their needs. At the same time,



Preface

we feel that higher layer issues, such as application layer and transport
layer protocols, are best understood after the basic problems of connect-
ing hosts and switching packets have been explained. That said, we have
made it possible to approach the material ina more top-down manner, as
described below.

As in prior editions, we have added or increased coverage of impor-
tant new topics, and brought other topics up to date. Major new or
substantially updated topics in this edition are:

n Updated material on wireless technology, particularly the various
avors of 802.11 (Wi-Fi) as well as cellular wireless technologies
including the third generation (3G) and emerging 4G standards.

n Updated coverage of congestion control mechanisms, particularly
for high bandwidth-delay product networks and wireless networks.

n Updated material on Web Services, including the SOAP and REST
(Representational State Transfer) architectures.

n Expanded and updated coverage of interdomain routing and the
border gateway protocol (BGP).

n Expanded coverage on protocols for multimedia applications such
as voice over IP (VOIP) and video streaming.

We also reduced coverage of some topics that are less relevant today.
Protocols moving into the “historic” category for this edition include
asynchronous transfer mode (ATM) and token rings.

One of the most signi cant changes in this edition is the separation of
material into “introductory” and “advanced” sections. We wanted to make
the book more accessible to people new to networking technologies and
protocols, without giving up the advanced material required for upper-
level classes. The most apparent effect of this change is that Chapter 3
now covers the basics of switching, routing, and Internetworking, while
Chapter 4 covers the more advanced routing topics such as BGP, IP version
6, and multicast. Similarly, transport protocol fundamentals are covered
in Chapter 5 with the more advanced material such as TCP congestion
controlalgorithms appearingin  Chapter 6. We believe this will make it pos-
sible for readers newto the eld to grasp important foundational concepts
without getting overwhelmed by more complex topics.

As in the last edition, we have included a number of “where are they
now?” sidebars. These short discussions, updated for this edition, focus
on the success and failure of protocols in the real world. Sometimes they
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describe a protocol that most people have written off but which is actually
enjoying unheralded success; other times they trace the fate of a proto-
col that failed to thrive over the long run. The goal of these sidebars is to
make the material relevant by showing how technologies have fared in the
competitive world of networking.

Approach

For an area that's as dynamic and changing as computer networks, the
most important thing a textbook can offer is perspective—to distinguish
between what's important and what's not, and between what's lasting
and what's super cial. Based on our experience over the past 25-plus
years doing research that has led to new networking technology, teaching
undergraduate and graduate students about the latest trends in net-
working, and delivering advanced networking products to market, we
have developed a perspective—which we call the systems approach—
that forms the soul of this book. The systems approach has several
implications:

n First Principles . Rather than accept existing artifacts as gospel, we
start with rst principles and walk you through the thought process
that led to today's networks. This allows us to explain ~ why
networks look like they do. It is our experience that once you
understand the underlying concepts, any new protocol that
you are confronted with will be relatively easy to digest.

n Non-layerist . Although the material is loosely organized around the
traditional network layers, starting at the bottom and moving up
the protocol stack, we do not adopt a rigidly layerist approach.
Many topics—congestion control and security are good
examples—have implications up and down the hierarchy, and so
we discuss them outside the traditional layered model. Similarly,
routers and switches have so much in common (and are often
combined as single products) that we discuss them in the same
chapter. In short, we believe layering makes a good servant but a
poor master; it's more often useful to take an end-to-end
perspective.

n Real-world examples. Rather than explain how protocols work
in the abstract, we use the most important protocols in use
today—most of them from the TCP/IP Internet—to illustrate how
networks work in practice. This allows us to include real-world
experiences in the discussion.
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n Software. Although at the lowest levels networks are constructed
from commodity hardware that can be bought from computer
vendors and communication services that can be leased from the
phone company, it is the software that allows networks to provide
new services and adapt quickly to changing circumstances. It is for
this reason that we emphasize how network software is
implemented, rather than stopping with a description of the
abstract algorithms involved. We also include code segments taken
from a working protocol stack to illustrate how you might
implement certain protocols and algorithms.

n End-to-end focus. Networks are constructed from many
building-block pieces, and while it is necessary to be able to
abstract away uninteresting elements when solving a particular
problem, it is essential to understand how all the pieces t together
to form a functioning network. We therefore spend considerable
time explaining the overall end-to-end behavior of networks, not
just the individual components, so that it is possible to understand
how a complete network operates, all the way from the application
to the hardware.

n Performance. The systems approach implies doing experimental
performance studies, and then using the data you gather both to
guantitatively analyze various design options and to guide you in
optimizing the implementation. This emphasis on empirical
analysis pervades the book.

n Design Principles. Networks are like other computer systems—for
example, operating systems, processor architectures, distributed
and parallel systems, and so on. They are all large and complex. To
help manage this complexity, system builders often draw on a
collection of design principles. We highlight these design principles
as they are introduced throughout the book, illustrated, of course,
with examples from computer networks.

Pedagogy and Features

The Fifth Edition retains the key pedagogical features from prior editions,
which we encourage you to take advantage of:

n Problem statements. At the start of each chapter, we describe
a problem that identi es the next set of issues that must be
addressed in the design of a network. This statement introduces
and motivates the issues to be explored in the chapter.
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Shaded sidebars.Throughout the text, shaded sidebars elaborate
on the topic being discussed or introduce a related advanced topic.
In many cases, these sidebars relate real-world anecdotes about
networking.

Where-are-they-now sidebars. These new elements, a distinctively
formatted style of sidebar, trace the success and failure of protocols
in real-world deployment.

Highlighted paragraphs. These paragraphs summarize an
important nugget of information that we want you to take away
from the discussion, such as a widely applicable system design
principle.

Real protocols. Even though the book's focus is on core concepts
rather than existing protocol speci cations, real protocols are used
to illustrate most of the important ideas. As a result, the book can
be used as a source of reference for many protocols. To help you
nd the descriptions of the protocols, each applicable section
heading parenthetically identi es the protocols described in that
section. For example, Section 5.2, which describes the principles of
reliable end-to-end protocols, provides a detailed description of
TCP, the canonical example of such a protocol.

What's Next? discussions.We conclude the main body of each
chapter with an important issue that is currently unfolding in the
research community, the commercial world, or society as a whole.
We have found that discussing these forward-looking issues helps
to make the subject of networking more relevant and exciting.

Recommended reading. These highly selective lists appear at the
end of each chapter. Each list generally contains the seminal
papers on the topics just discussed. We strongly recommend that
advanced readers (e.g., graduate students) study the papers in this
reading list to supplement the material covered in the chapter.

Road Map and Course Use

The book is organized as follows:

n

Chapter 1 introduces the set of core ideas that are used throughout
the rest of the text. Motivated by wide-spread applications, it
discusses what goes into a network architecture, provides an
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introduction to protocol implementation issues, and de nes the
quantitative performance metrics that often drive network design.

Chapter 2 surveys the many ways that a user can get connected to a
larger network such as the Internet, thus introducing the concept

of links . It also describes many of the issues that all link-level
protocols must address, including encoding, framing, and error
detection. The most important link technologies today—Ethernet
and Wireless—are described here.

Chapter 3 introduces the basic concepts of switching and routing,
starting with the virtual circuit and datagram models. Bridging and
LAN switching are covered, followed by an introduction to
internetworking, including the Internet Protocol (I1P) and routing
protocols. The chapter concludes by discussing a range of
hardware- and software-based approaches to building routers and
switches.

Chapter 4 covers advanced Internetworking topics. These include
multi-area routing protocols, interdomain routing and BGP, IP
version 6, multiprotocol label switching (MPLS) and multicast.

Chapter 5 moves up to the transport level, describing both the
Internet's Transmission Control Protocol (TCP) and Remote
Procedure Call (RPC) used to build client-server applications in
detail. The Real-time Transport Protocol (RTP), which supports
multimedia applications, is also described.

Chapter 6 discusses congestion control and resource allocation.
The issues in this chapter cut across the link level (  Chapter 2),
the network level ( Chapters 3 and 4) and the transport level
(Chapter 5). Of particular note, this chapter describes how
congestion control works in TCP, and it introduces the
mechanisms used to provide quality of service in IP.

Chapter 7 considers the data sent through a network. This includes
both the problems of presentation formatting and data
compression. XML is covered here, and the compression section
includes explanations of how MPEG video compression and MP3
audio compression work.

Chapter 8 discusses network security, beginning with an overview
of cryptographic tools, the problems of key distribution, and a
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discussion of several authentication techniques using both public
and private keys. The main focus of this chapter is the building of
secure systems, using examples including Pretty Good Privacy
(PGP), Secure Shell (SSH), and the IP Security architecture (IPSEC).
Firewalls are also covered here.

n Chapter 9 describes a representative sample of network
applications, and the protocols they use, including traditional
applications like email and the Web, multimedia applications such
as IP telephony and video streaming, and overlay networks like
peer-to-peer le sharing and content distribution networks.
Infrastructure services—the Domain Name System (DNS) and
network management—are described. The Web Services
architectures for developing new application protocols are also
presented here.

For an undergraduate course, extra class time will most likely be
needed to help students digest the introductory material in the rst
chapter, probably at the expense of the more advanced topics covered
in Chapters 4 and 6 through 8. Chapter 9 then returns to the popular
topic of network applications. An undergraduate class might reason-
ably skim the more advanced sections (e.g., Sections 5.3, 9.3.1, 9.3.2
and 9.2.2)

In contrast, the instructor for a graduate course should be able to cover
the rst chapter in only a lecture or two—with students studying the
material more carefully on their own—thereby freeing up additional class
time to cover Chapter 4 and the later chapters in depth.

For those of you using the book in self-study, we believe that the top-
ics we have selected cover the core of computer networking, and so we
recommend that the book be read sequentially, from front to back. In
addition, we have included a liberal supply of references to help you
locate supplementary material that is relevant to your speci c areas of
interest, and we have included solutions to select exercises.

The book takes a unique approach to the topic of congestion control
by pulling all topics related to congestion control and resource allocation
together in a single place— Chapter 6. We do this because the problem
of congestion control cannot be solved at any one level, and we want
you to consider the various design options at the same time. (This is
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consistent with our view that strict layering often obscures important
design trade-offs.) A more traditional treatment of congestion control is
possible, however, by studying Section 6.2 in the context of Chapter 3 and
Section 6.3 in the context of Chapter 5.

A Top-Down Pathway

Because most students today come to a networking class familiar with
networked applications, a number of classes take the application as their
starting point. While we do cover applications at a high levelin ~ Chapter 1,
it is not until Chapter 9 that application layer issues are discussed in
detail. Recognizing that some professors or readers may wish to follow
a more top-down ordering, we suggest the following as a possible way to
approach the material in this book.

n Chapter 1. This describes applications and their requirements to
set the stage for the rest of the material.

n Chapter 9. The sections on traditional applications ( Section 9.1)
and multimedia applications (  Section 9.2) will introduce readers
to the concepts of network protocols using the examples of
applications with which they are already familiar.  Section 9.3.1
(DNS) could also be covered.

n Section 7.2 could be covered next to explain how the data that is
generated by multimedia applications is encoded and compressed.

n Chapter 5. Transport protocol basics can now be covered,
explaining how the data generated by the application layer
protocols can be reliably carried across a network.

n Chapter 3. Switching, Internetworking, and Routing can be
understood as providing the infrastructure over which transport
protocols run.

n Chapter 2. Finally, the issues of how data is actually encoded and
transmitted on physical media such as Ethernets and wireless links
can be covered.

Clearly we have skipped quite a few sections in this ordering. For
a more advanced course or comprehensive self-study, topics such as
resource allocation ( Chapter 6), security (Chapter 8), and the advanced
topics in Chapter 4 could be added in towards the end. Security could
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be covered almost stand-alone, but all these advanced topics will make
most sense after IP and TCP have been covered in Chapters 3 and 5
respectively.

Note that the slides made available on our companion site include a
set that follows this top-down ordering in addition to the set that follows
the order of the book.

Exercises

Signi cant effort has gone into improving the exercises with each new
edition. In the Second Edition we greatly increased the number of prob-
lems and, based on class testing, dramatically improved their quality.
In the Third Edition we made two other important changes, which we
retained here:

n For those exercises that we felt are particularly challenging or
require special knowledge not provided in the book (e.g.

probability expertise) we have added an icon ﬁ to indicate the
extra level of dif culty

n In each chapter we added some extra representative exercises for
which worked solutions are provided in the back of the book. These
exercises, marked / are intended to provide some help in
tackling the other exercises in the book.

In this edition we have added new exercises to re ect the updated
content.

The current set of exercises are of several different styles:
n Analytical exercises that ask the student to do simple algebraic

calculations that demonstrate their understanding of fundamental
relationships

n Design questions that ask the student to propose and evaluate
protocols for various circumstances

n Hands-on questions that ask the student to write a few lines of code
to test an idea or to experiment with an existing network utility

n Library research questions that ask the student to learn more about
a particular topic

Also, as described in more detail below, socket-based programming
assignments, as well as simulation labs, are available online.
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Supplemental Materials and Online Resources

To assist instructors, we have prepared an instructor's manual that
contains solutions to selected exercises. The manual is available from the
publisher.

Additional support materials, including lecture slides, gures from the
text, socket-based programming assignments, and sample exams and
programming assignments are available through the Morgan Kaufmann
Web site at http://mkp.com/computer-networks.

And nally, as with the Fourth Edition, a set of laboratory experi-
ments supplement the book. These labs, developed by Professor Emad
Aboelela from the University of Massachusetts Dartmouth, use simula-
tion to explore the behavior, scalability, and performance of protocols
covered in the book. Sections that discuss material covered by the lab-
oratory exercises are marked with the icon shown in the margin. The
simulations use the OPNET simulation toolset, which is available for free
to any one using Computer Networks in their course.
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Foundation

I must Create a System, or be enslav'd by another Man's; | will not Reason and

Compare: my business is to Create.
—William Blake

ppose you want to build a computer network, one that has the
Sotential to grow to global proportions and to support applica-

tions as diverse as teleconferencing, video on demand, electronic
commerce, distributed computing, and digital libraries. What avail-
able technologies would serve as the underlying building blocks,

and what kind of software architecture would you design to
integrate these building blocks into an effective communica-
tion service? Answering this question is the overriding goal of
this book—to describe the available building materials and

PROBLEMBUILDING A NETWORK

then to show how they can be used to construct a network

from the ground up.
Before we can understand how to design a computer net-
work, we should first agree on exactly what a computer
network is. At one time, the termnetwork meant the set of
serial lines used to attach dumb terminals to mainframe com-
puters. Other important networks include the voice telephone
network and the cable TV network used to disseminate video
signals. The main things these networks have in common are
that they are specialized to handle one particular kind of data

Computer Networks: A Systems Approach. DOI: 10.1016/B978-0-12-385059-1.00001-6
Copyright © 2012 Elsevier Inc. All rights reserved.
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(keystrokes, voice, or video) and they typically connect to special-purpose devices
(terminals, hand receivers, and television sets).

What distinguishes a computer network from these other types of networks?
Probably the most important characteristic of a computer network is its generality.
Computer networks are built primarily from general-purpose programmable hard-
ware, and they are not optimized for a particular application like making phone calls
or delivering television signals. Instead, they are able to carry many different types of
data, and they support awide, and ever growing, range of applications. Today's com-
puter networks are increasingly taking over the functions previously performed by
single-use networks. This chapter looks at some typical applications of computer
networks and discusses the requirements that a network designer who wishes to
support such applications must be aware of.

Once we understand the requirements, how do we proceed? Fortunately, we will
not be building the first network. Others, most notably the community of researchers
responsible forthe Internet, have gone before us. We will use the wealth of experience
generated from the Internet to guide our design. This experience is embodied in a
network architectur¢hat identifies the available hardware and software components
and shows how they can be arranged to form a complete network system.

In addition to understanding how networks are built, it is increasingly important
to understand how they are operated or managed and how network applications
are developed. Most of us how have computer networks in our homes, offices, and
in some cases in our cars, so operating networks is no longer a matter only for
a few specialists. And, with the proliferation of programmable, network-attached
devices such as smartphones, many more of this generation will develop networked
applications than in the past. So we need to consider networks from these multiple
perspectives: builders, operators, application developers.

To start us on the road toward understanding how to build, operate, and pro-
gram a network, this chapter does four things. First, it explores the requirements that
different applications and different communities of people place on the network.
Second, it introduces the idea of a network architecture, which lays the foundation
for the rest of the book. Third, it introduces some of the key elements in the imple-
mentation of computer networks. Finally, it identifies the key metrics that are used
to evaluate the performance of computer networks.

1.1 APPLICATIONS

Most people know the Internet through its applications: the World Wide
Web, email, online social networking, streaming audio and video, instant
messaging, le-sharing, to name just a few examples. That is to say, we
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interact with the Internet as users of the network. Internet users repre-
sentthe largest class of people who interact with the Internet in some way,
but there are several other important constituencies. There is the group
of people who createthe applications—a group that has greatly expanded
in recent years as powerful programming platforms and new devices such
as smartphones have created new opportunities to develop applications
quickly andto bring themto alarge market. Thenthere arethosewho  oper-
ate or manage networks—mostly a behind-the-scenes job, but a critical
one and often a very complex one. With the prevalence of home networks,
more and more people are also becoming, if only in a small way, network
operators. Finally, there are those who design and build the devices and
protocols that collectively make up the Internet. That nal constituency

is the traditional target of networking textbooks such as this one and will
continue to be our main focus. However, throughout this book we will also
consider the perspectives of application developers and network opera-
tors. Considering these perspectiveswill enable usto better understand the
diverse requirements that a network must meet. Application developers
will also be able to make applications that work better if they understand
how the underlying technology works and interacts with the applica-
tions. So, before we start guring out how to build a network, let's look
more closely at the types of applications that today's networks support.

1.1.1Classes of Applications

The World Wide Web is the Internet application that catapulted the Inter-
net from a somewhat obscure tool used mostly by scientists and engineers
to the mainstream phenomenon that it is today. The Web itself has
become such a powerful platform that many people confuse it with the
Internet (as in “the Interwebs”), and it's a bit of a stretch to say that the
Web is a single application.

In its basic form, the Web presents an intuitively simple interface. Users
view pages full of textual and graphical objects and click on objects that
they want to learn more about, and a corresponding new page appears.
Most people are also aware that just under the covers each selectable
object on a page is bound to an identi er for the next page or object to
be viewed. This identi er, called a Uniform Resource Locator (URL), pro-
vides a way of identifying all the possible objects that can be viewed from
your web browser. For example,

http://www.cs.princeton.edu/~lIp/index.html

3
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is the URL for a page providing information about one of this book's
authors: the string http indicates that the Hypertext Transfer Protocol
(HTTP) should be used to download the page, www.cs.princeton.edu is the
name of the machine that serves the page, and

HMlp/index.html

uniquely identi es Larry's home page at this site.

What most web users are not aware of, however, is that by clicking
on just one such URL over a dozen messages may be exchanged over
the Internet, and many more than that if the web page is complicated
with lots of embedded objects. This message exchange includes up to
Six messages to translate the server name (www.cs.princeton.edu) into its
Internet Protocol (IP) address ( 128.112.136.35), three messages to set up
a Transmission Control Protocol (TCP) connection between your browser
and this server, four messages for your browser to send the HTTP “GET”
request and the server to respond with the requested page (and for each
side to acknowledge receipt of that message), and four messages to tear
down the TCP connection. Of course, this does not include the millions
of messages exchanged by Internet nodes throughout the day, just to let
each other know that they exist and are ready to serve web pages, trans-
late names to addresses, and forward messages toward their ultimate
destination.

Another widespread application class of the Internet is the delivery
of “streaming” audio and video. Services such as video on demand and
Internet radio use this technology. While we frequently start at a web-
site to initiate a streaming session, the delivery of audio and video has
some important differences from fetching a simple web page of text and
images. For example, you often don't want to download an entire video
le—a process that might take minutes to hours—before watching the
rst scene. Streaming audio and video implies a more timely transfer of
messages from sender to receiver, and the receiver displays the video or
plays the audio pretty much as it arrives.

Note that the difference between streaming applications and the
more traditional delivery of a page of text or still images is that
humans consume audio and video streams in a continuous manner,
and discontinuity—in the form of skipped sounds or stalled video—is
not acceptable. By contrast, a page of text can be delivered and read in
bits and pieces. This difference affects how the network supports these
different classes of applications.
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A subtly different application class is real-time audio and video. These
applications have considerably tighter timing constraints than streaming
applications. When using a voice-over-IP application such as Skype™ or
a videoconferencing application, the interactions among the participants
must be timely. When a person at one end gestures, then that action must
be displayed at the other end as quickly as possible. When one person
tries to interrupt another, the interrupted person needs to hear that as
soon as possible! and decide whether to allow the interruption or to keep
talking over the interrupter. Too much delay in this sort of environment
makes the system unusable. Contrast this with video on demand where,
if it takes several seconds from the time the user starts the video until
the rst image is displayed, the service is still deemed satisfactory. Also,
interactive applications usually entail audio and/or video ows in both
directions, while a streaming application is most likely sending video or
audio in only one direction.

Videoconferencing tools that run over the Internet have been around
now since the early 1990s but have achieved much more widespread use
in the last couple of years, as higher network speeds and more powerful
computers have become commonplace. An example of one such system
is shown in Figure 1.1. Just as downloading a web page involves a bit
more than meets the eye, so too with video applications. Fitting the video
content into a relatively low bandwidth network, for example, or mak-
ing sure that the video and audio remain in sync and arrive in time for a
good user experience are all problems that network and protocol design-
ers have to worry about. We'll look at these and many other issues related
to multimedia applications later in the book.

Although they are just two examples, downloading pages from the
web and patrticipating in a videoconference demonstrate the diversity
of applications that can be built on top of the Internet and hint at the
complexity of the Internet's design. Later in the book we will develop a
more complete taxonomy of application types to help guide our discus-
sion of key design decisions as we seek to build, operate, and use networks
that support such a wide range of applications. In  Chapter 9, the book
concludes by revisiting these two speci c applications, as well as several
others that illustrate the breadth of what is possible on today's Internet.

INot quite “as soon as possible’—human factors research indicates 300 ms is a reason-
able upper bound for how much round-trip delay can be tolerated in a telephone call
before humans complain, and a 100-ms delay sounds very good.

5
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LAB 00:
Introductio

n FIGURE A fnultimedia application including videoconferencing.

For now, this quick look at a few typical applications will suf ce to enable
us to start looking at the problems that must be addressed if we are to
build a network that supports such application diversity.

1.2 REQUIREMENTS

We have established an ambitious goal for ourselves: to understand how
to build a computer network from the ground up. Our approach to
accomplishing this goal will be to start from rst principles and then
ask the kinds of questions we would naturally ask if building an actual
network. At each step, we will use today's protocols to illustrate vari-
ous design choices available to us, but we will not accept these existing
artifacts as gospel. Instead, we will be asking (and answering) the ques-
tion of why networks are designed the way they are. While it is tempting
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to settle for just understanding the way it's done today, it is important
to recognize the underlying concepts because networks are constantly
changing as the technology evolves and new applications are invented.
It is our experience that once you understand the fundamental ideas, any
new protocol that you are confronted with will be relatively easy to digest.

1.2.1Perspectives

As we noted above, a student of networks can take several perspectives.
When we wrote the rst edition of this book, the majority of the popula-
tion had no Internet access at all, and those who did obtained it while at
work, at a university, or by a dial-up modem at home. The set of popular
applications could be counted on one's ngers. Thus, like most books at
the time, ours focused on the perspective of someone who would design
networking equipment and protocols. We continue to focus on this per-
spective, and our hope is that after reading this book you will know how
to design the networking equipment and protocols of the future. However,
we also want to cover the perspectives of two additional groups that are
of increasing importance: those who develop networked applications and
those who manage or operate networks. Let's consider how these three
groups might list their requirements for a network:

n An application programmer would list the services that his or her
application needs—for example, a guarantee that each message
the application sends will be delivered without error within a
certain amount of time or the ability to switch gracefully among
different connections to the network as the user moves around.

n A network operator would list the characteristics of a system that is
easy to administer and manage—for example, in which faults can
be easily isolated, new devices can be added to the network and
con gured correctly, and it is easy to account for usage.

n A network designer would list the properties of a cost-effective
design—for example, that network resources are ef ciently utilized
and fairly allocated to different users. Issues of performance are
also likely to be important.

This section attempts to distill these different perspectives into a high-
level introduction to the major considerations that drive network design
and, in doing so, identi es the challenges addressed throughout the rest
of this book.
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1.2.2Scalable Connectivity

Starting with the obvious, a network must provide connectivity among a
set of computers. Sometimes it is enough to build a limited network that
connects only a few select machines. In fact, for reasons of privacy and
security, many private (corporate) networks have the explicit goal of lim-
iting the set of machines that are connected. In contrast, other networks
(of which the Internet is the prime example) are designed to grow in a
way that allows them the potential to connect all the computers in the
world. A system that is designed to support growth to an arbitrarily large
size is said to scale Using the Internet as a model, this book addresses
the challenge of scalability.

Links, Nodes, and Clouds

To understand the requirements of connectivity more fully, we need to
take a closer look at how computers are connected in a network. Connec-
tivity occurs at many different levels. At the lowest level, a network can
consist of two or more computers directly connected by some physical
medium, such as a coaxial cable or an optical ber. We call such a phys-
ical medium a link , and we often refer to the computers it connects as
nodes. (Sometimes a node is a more specialized piece of hardware rather
than a computer, but we overlook that distinction for the purposes of this
discussion.) As illustrated in  Figure 1.2, physical links are sometimes lim-
ited to a pair of nodes (such a link is said to be point-to-point ), while in
other cases more than two nodes may share a single physical link (such a
link is said to be multiple-access). Wireless links, such as those provided by
cellular networks and Wi-Fi networks, are an increasingly important class
of multiple-access links. It is often the case that multiple-access links are
limited in size, in terms of both the geographical distance they can cover
and the number of nodes they can connect.

If computer networks were limited to situations in which all nodes
are directly connected to each other over a common physical medium,
then either networks would be very limited in the number of comput-
ers they could connect, or the number of wires coming out of the back
of each node would quickly become both unmanageable and very expen-
sive. Fortunately, connectivity between two nodes does not necessarily
imply a direct physical connection between them—indirect connectiv-
ity may be achieved among a set of cooperating nodes. Consider the
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n FIGURE DiPectlinks: (a) point-to-point; (b) multiple-access.

following two examples of how a collection of computers can be indirectly
connected.

Figure 1.3 shows a set of nodes, each of which is attached to one or
more point-to-point links. Those nodes that are attached to at least two
links run software that forwards data received on one link out on another.

If organized in a systematic way, these forwarding nodes forma switched
network . There are numerous types of switched networks, of which the
two most common are circuit switched and packet switched. The former
is most notably employed by the telephone system, while the latter is
used for the overwhelming majority of computer networks and will be
the focus of this book. (Circuit switching is, however, making a bit of a
comeback in the optical networking realm, which turns out to be impor-
tant as demand for network capacity constantly grows.) The important
feature of packet-switched networks is that the nodes in such a network
send discrete blocks of data to each other. Think of these blocks of data as
corresponding to some piece of application data such as a le, a piece of
email, or animage. We call each block of data eithera packet or a message
and for now we use these terms interchangeably; we discuss the reason
they are not always the same in Section 1.2.3.

Packet-switched networks typically use a strategy called store-and-
forward . As the name suggests, each node in a store-and-forward network
rst receives a complete packet over some link, stores the packet in its
internal memory, and then forwards the complete packet to the next

9



10

CHAPTERdundation

n FIGURE $witched network.

node. In contrast, a circuit-switched network rst establishes a dedicated
circuit across a sequence of links and then allows the source node to send
a stream of bits across this circuit to a destination node. The major rea-
son for using packet switching rather than circuit switching in a computer
network is ef ciency, discussed in the next subsection.

The cloud in Figure 1.3 distinguishes between the nodes on the inside
that implement the network (they are commonly called switches, and
their primary function is to store and forward packets) and the nodes
on the outside of the cloud that use the network (they are commonly
called hosts, and they support users and run application programs). Also
note that the cloud in Figure 1.3 is one of the most important icons of
computer networking. In general, we use a cloud to denote any type of
network, whether it is a single point-to-point link, a multiple-access link,
or a switched network. Thus, whenever you see a cloud used in a gure,
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you can think of it as a placeholder for any of the networking technologies
covered in this book. 2

A second way in which a set of computers can be indirectly connected
is shown in Figure 1.4. In this situation, a set of independent networks
(clouds) are interconnected to forman internetwork , or internet for short.
We adopt the Internet's convention of referring to a generic internet-
work of networks as a lowercase i internet, and the currently operational
TCP/IP Internet as the capital | Internet. A node that is connected to two
or more networks is commonly called a router or gateway, and it plays
much the same role as a switch—it forwards messages from one net-
work to another. Note that an internet can itself be viewed as another
kind of network, which means that an internet can be built from an
interconnection of internets. Thus, we can recursively build arbitrarily
large networks by interconnecting clouds to form larger clouds. It can

2Interestingly, the use of clouds in this way predates the term  cloud computing by at
least a couple of decades, but there is a connection between these two usages, which
we'll discuss later.

1.2Requirements 11
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reasonably be argued that this idea of interconnecting widely differing
networks was the fundamental innovation of the Internet and that the
successful growth of the Internet to global size and billions of nodes
was the result of some very good design decisions by the early Internet
architects, which we will discuss later.

Just because a set of hosts are directly or indirectly connected to each
other does not mean that we have succeeded in providing host-to-host
connectivity. The nal requirement is that each node must be able to
say which of the other nodes on the network it wants to communicate
with. This is done by assigning an addressto each node. An address is a
byte string that identi es a node; that is, the network can use a node's
address to distinguish it from the other nodes connected to the network.
When a source node wants the network to deliver a message to a certain
destination node, it speci es the address of the destination node. If the
sending and receiving nodes are not directly connected, then the switches
and routers of the network use this address to decide how to forward the
message toward the destination. The process of determining systemati-
cally how to forward messages toward the destination node based on its
address is called routing .

This brief introduction to addressing and routing has presumed that
the source node wants to send a message to a single destination node
(unicast). While this is the most common scenario, it is also possible that
the source node mightwantto broadcast a message to all the nodes on the
network. Or, a source node might want to send a message to some subset
of the other nodes but not all of them, a situation called  multicast . Thus,
in addition to node-speci c addresses, another requirement of a network
is that it support multicast and broadcast addresses.

The main idea to take away from this discussion is that we can definenetwork\
recursively as consisting of two or more nodes connected by a physical link, g
as two or more networks connected by a node. In other words, a network can be
constructed from a nesting of networks, where at the bottom level, the network is
implemented by some physical medium. Among the key challenges in providing
network connectivity are the definition of an address for each node that is reach
able on the network (including support for broadcast and multicast), and the
use of such addresses to forward messages toward the appropriate destinatio

=

-

node(s).
(s) y
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1.2.3Cost-Effective Resource Sharing

As stated above, this book focuses on packet-switched networks. This
section explains the key requirement of computer networks—ef ciency—
that leads us to packet switching as the strategy of choice.

Given a collection of nodes indirectly connected by a nesting of net-
works, it is possible for any pair of hosts to send messages to each other
across a sequence of links and nodes. Of course, we want to do more than
support just one pair of communicating hosts—we want to provide all
pairs of hosts with the ability to exchange messages. The question, then,
is how do all the hosts that want to communicate share the network, espe-
cially if they want to use it at the same time? And, as if that problem isn't
hard enough, how do several hosts share the same link when they all want
to use it at the same time?

To understand how hosts share a network, we need to introduce a fun-
damental concept, multiplexing , which means that a system resource is
shared among multiple users. At an intuitive level, multiplexing can be
explained by analogy to a timesharing computer system, where a single
physical processor is shared (multiplexed) among multiple jobs, each of
which believes it has its own private processor. Similarly, data being sent
by multiple users can be multiplexed over the physical links that make up
a network.

To see how this might work, consider the simple network illustrated in
Figure 1.5, where the three hosts on the left side of the network (senders
S1-S3) are sending data to the three hosts on the right (receivers R1-R3)
by sharing a switched network that contains only one physical link. (For
simplicity, assume that host S1 is sending data to host R1, and so on.)
In this situation, three ows of data—corresponding to the three pairs of
hosts—are multiplexed onto a single physical link by switch 1 and then
demultiplexed back into separate ows by switch 2. Note that we are being
intentionally vague about exactly what a “ ow of data” corresponds to.
For the purposes of this discussion, assume that each host on the left
has a large supply of data that it wants to send to its counterpart on the
right.

There are several different methods for multiplexing multiple ows
onto one physical link. One common method is  synchronous time-
division multiplexing (STDM). The idea of STDM is to divide time into
equal-sized quanta and, in a round-robin fashion, give each ow a chance

13
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Switch 1 Switch 2

S3

n FIGURE Maltiplexing multiple logical flows over a single physical link.

to send its data over the physical link. In other words, during time quan-
tum 1, data from S1 to R1 is transmitted; during time quantum 2, data
from S2 to R2 is transmitted; in quantum 3, S3 sends data to R3. At
this point, the rst ow (S1 to R1) gets to go again, and the process
repeats. Another method is frequency-division multiplexing (FDM). The
idea of FDM is to transmit each ow over the physical link at a different
frequency, much the same way that the signals for different TV stations
are transmitted at a different frequency over the airwaves or on a coaxial
cable TV link.

Although simple to understand, both STDM and FDM are limited in
two ways. First, if one of the ows (host pairs) does not have any data
to send, its share of the physical link—that is, its time quantum or its
frequency—remains idle, even if one of the other ows has data to trans-
mit. For example, S3 had to wait its turn behind S1 and S2 in the previous
paragraph, even if S1 and S2 had nothing to send. For computer com-
munication, the amount of time that a link is idle can be very large—for
example, consider the amount of time you spend reading a web page
(leaving the link idle) compared to the time you spend fetching the page.
Second, both STDM and FDM are limited to situations in which the maxi-
mum number of owsis xed and known ahead of time. It is not practical
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to resize the quantum or to add additional quanta in the case of STDM or
to add new frequencies in the case of FDM.

The form of multiplexing that addresses these shortcomings, and of
which we make most use in this book, is called statistical multiplexing .
Although the name is not all that helpful for understanding the concept,
statistical multiplexing is really quite simple, with two key ideas. First, it
is like STDM in that the physical link is shared over time— rst data from
one ow is transmitted over the physical link, then data from another ow
is transmitted, and so on. Unlike STDM, however, data is transmitted from
each ow on demand rather than during a predetermined time slot. Thus,
if only one ow has datato send, it gets to transmit that data without wait-
ing for its quantum to come around and thus without having to watch the
guanta assigned to the other ows go by unused. It is this avoidance of
idle time that gives packet switching its ef ciency.

As de ned so far, however, statistical multiplexing has no mechanism
to ensure that all the ows eventually get their turn to transmit over the
physical link. That is, once a ow begins sending data, we need some
way to limit the transmission, so that the other ows can have a turn.
To account for this need, statistical multiplexing de nes an upper bound
on the size of the block of data that each ow is permitted to transmit at
a given time. This limited-size block of data is typically referred to as a
packet, to distinguish it from the arbitrarily large = messagethat an applica-
tion program might want to transmit. Because a packet-switched network
limits the maximum size of packets, a host may not be able to send a
complete message in one packet. The source may need to fragment the
message into several packets, with the receiver reassembling the packets
back into the original message.

In other words, each ow sends a sequence of packets over the physical
link, with a decision made on a packet-by-packet basis as to which ow's
packet to send next. Notice that, if only one ow has data to send, then it
can send a sequence of packets back-to-back; however, should more than
one of the ows have data to send, then their packets are interleaved on
the link. Figure 1.6 depicts a switch multiplexing packets from multiple
sources onto a single shared link.

The decision as to which packet to send next on a shared link can be
made in a number of different ways. For example, in a network consisting
of switches interconnected by links such as the one in  Figure 1.5, the

15
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n FIGURE Aswitch multiplexing packets from multiple sources onto one shared link.

decision would be made by the switch that transmits packets onto the
shared link. (As we will see later, not all packet-switched networks actu-
ally involve switches, and they may use other mechanisms to determine
whose packet goes onto the link next.) Each switch in a packet-switched
network makes this decision independently, on a packet-by-packet basis.
One of the issues that faces a network designer is how to make this deci-
sion in a fair manner. For example, a switch could be designed to service
packets on a rst-in, rst-out (FIFO) basis. Another approach would be
to transmit the packets from each of the different ows that are currently
sending data through the switch in a round-robin manner. This might be
done to ensure that certain ows receive a particular share of the link's
bandwidth or that they never have their packets delayed in the switch
for more than a certain length of time. A network that attempts to allo-
cate bandwidth to particular ows is sometimes said to support  quality of
service(QoS), a topic that we returnto in  Chapter 6.

Also, notice in Figure 1.6 that since the switch has to multiplex three
incoming packet streams onto one outgoing link, it is possible that the
switch will receive packets faster than the shared link can accommodate.
In this case, the switch is forced to buffer these packets in its mem-
ory. Should a switch receive packets faster than it can send them for
an extended period of time, then the switch will eventually run out of
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buffer space, and some packets will have to be dropped. When a switch
is operating in this state, it is said to be congested

r

The bottom line is that statistical multiplexing defines a cost-effective way fa
multiple users (e.g., host-to-host flows of data) to share network resources (lin}
and nodes) in a fine-grained manner. It defines the packet as the granularity with
which the links of the network are allocated to different flows, with each switch
able to schedule the use of the physical links it is connected to on a per-packef
basis. Fairly allocating link capacity to different flows and dealing with congestior
when it occurs are the key challenges of statistical multiplexing.

\_ J

7]

One way to characterize networks is according to their size. Two well-known
examples are local area networks (LANs) and wide area networks (WANS);
the former typically extend less than 1 km, while the latter can be worldwide.
Other networks are classified as metropolitan area networks (MANSs), which
usually span tens of kilometers. The reason such classifications are interest-
ing is that the size of a network often has implications for the underlying
technology that can be used, with a key factor being the amount of time it
takes for data to propagate from one end of the network to the other; we
discuss this issue more in later chapters.

An interesting historical note is that the termwide area networkvas not
applied to the first WANs because there was no other sort of network to dif-
ferentiate them from. When computers were incredibly rare and expensive,
there was no point in thinking about how to connect all the computers in
the local area—there was only one computer in that area. Only as comput-
ers began to proliferate did LANs become necessary, and the term “WAN”"
was then introduced to describe the larger networks that interconnected
geographically distant computers.

Another kind of network that we need to be aware of is SANs (usually
now expanded asstorage area networksbut formerly also known assys-
tem area networks SANs are usually confined to a single room and connect
the various components of a large computing system. For example, Fibre
Channel is a common SAN technology used to connect high-performance
computing systems to storage servers and data vaults. Although this book
does not describe such networks in detail, they are worth knowing about
because they are often at the leading edge in terms of performance, and
because it is increasingly common to connect such networks into LANs
and WANS.
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1.2.4Support for Common Services

The previous section outlined the challenges involved in providing cost-
effective connectivity among a group of hosts, but it is overly simplistic to
view a computer network as simply delivering packets among a collection
of computers. It is more accurate to think of a network as providing the
means for a set of application processes that are distributed over those
computers to communicate. In other words, the next requirement of a
computer network is that the application programs running on the hosts
connected to the network must be able to communicate in a meaningful
way. From the application developer's perspective, the network needs to
make his or her life easier.

When two application programs need to communicate with each
other, a lot of complicated things must happen beyond simply sending
a message from one host to another. One option would be for application
designers to build all that complicated functionality into each application
program. However, since many applications need common services, it is
much more logical to implement those common services once and then
to let the application designer build the application using those services.
The challenge for a network designer is to identify the right set of com-
mon services. The goal is to hide the complexity of the network from the
application without overly constraining the application designer.

Intuitively, we view the network as providing logical  channels over
which application-level processes can communicate with each other;
each channel provides the set of services required by that application. In
other words, just as we use a cloud to abstractly represent connectivity
among a set of computers, we now think of a channel as connecting one
process to another. Figure 1.7 shows a pair of application-level processes
communicating over a logical channel that is, in turn, implemented on
top of a cloud that connects a set of hosts. We can think of the channel as
being like a pipe connecting two applications, so that a sending applica-
tion can put data in one end and expect that data to be delivered by the
network to the application at the other end of the pipe.

The challenge is to recognize what functionality the channels should
provide to application programs. For example, does the application
require a guarantee that messages sent over the channel are delivered,
oris it acceptable if some messages fail to arrive? Is it necessary that mes-
sages arrive at the recipient process in the same order in which they are
sent, or does the recipient not care about the order in which messages
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